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SECURITY WITHOUT BURDEN: MOBILE
SENSOR BASED IDENTITY MANAGEMENT

ABSTRACT: Sensitive information is frequently stored or accessed from mobile devices because of

the popularity of those devices and their wide applications. However, the essential task of mobile user

authentication is rendered more challenging by the conflicting requirements of security and usabii.ity:
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usable solutions are often insecure, while secure solutions hinder device accessibility. Though often

posed as difficult security and design problems, the challenge also brings new opportunities for mobile
device vendors, application developers, and academic researchers.

In this talk, I will present the research results and designs on mobile identity management by leveraging
the physical sensors available on today’s smartphones. These include touch panel, microphone, and
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motion sensors. Touch based identity management and access control offer many advantages toward

addressing the trade-off between security and usability on mobile platforms. Instead of periodically
logging out the user, following an explicit user authentication step, a touch based authentication
approach can verify the user’s identity transparently through monitoring the user’s touches. In addition, I

will discuss emerging technologies invented in our lab that integrates biometric sensors such as

fingerprint SEeNnsors directly with a touchscreen panel. The new technique transparently and continuously
authenticates the mobile user during normal user-mobile device interactions and requires neither
password nor extra login step. At last,I will present how our solution can be extended to address some

of the grand challenges in cyber security using touch enabled biometrics.
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